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Risk management - risk identification and control framework

Keniston Housing Association
Date: May 2009
Business critical risks








	Risks
	Controls
	Actions identified to improve risk management

	Annual long term finance projections viability

(See Long Term Plan & Narrative)
	Annual review of costs in stock condition database 

Annual review long term financial plan 

Option to reduce standard/rate of maintenance 
	Review stock condition programme and costs

Review long term financial projection tools

	Unpredictable property costs

(See Long Term Plan & Narrative)
	Stock condition survey, including Decent Homes & HHSRS.
	

	Completion of annual stock re-investment programme

(The annual stock reinvestment programme is projected in monetary terms in the Long Term Plan and budgeted by Management Team according to priorities each year. Progress of the plan is reviewed by the Management Team each month)
	Monthly reporting

Improved reporting of contracts and spend

Monthly monitoring meetings
	

	
	
	

	Government’s efficiency target

(Progress towards Decent Homes standards is reported monthly to Management Team and quarterly to Committee)
	South East procurement  group (joint purchasing)

Review of costs carried out / ongoing

Benchmarking of costs
	Under review

	
	
	

	Loss of reputation due to key personnel or several senior staff leaving simultaneously
	Appraisals and “1 to 1”s
	Robust search to find interim managers who reflect the ethos of the association pending permanent appointment

	Resident satisfaction at next major survey

(Long Term Plan maintains major tenant survey frequency (next 2009/10) and a schedule of planned policy reviews is in place. These reviews are presented to Committee in accordance with the schedule.)
	Major survey (3 yearly)

Bi-annual surveys of satisfaction with scheme services

Twice yearly estate meetings

HOs regularly visit schemes

Management Team visits

Complaints procedure
Resident Consultative Panel, email and telephone consultative groups

Complaints and resolutions meeting

Procedure for dealing with ASB

Better Homes Better Neighbourhoods Program

Community Involvement Officer
	Review of impact of external neighbourhood factors e.g. local parking problems, ASB from non Keniston tenants

Expand role of Community Involvement Officer

	Darrick Wood community centre deteriorating fabric condition jeopardises continuing youth work or Bromley Council decline to provide staffing 
	Funding by Keniston approved for a further year
Ongoing discussion with Bromley Council
	Ongoing search for replacement building


	Withdrawal of supporting people funding by local authority for sheltered housing schemes

(Review in Annual Budget. Confirmation of 2009/10 Uplift received in April 2009.)
	Contracts in place
Keniston internal review meeting
	Maintain open channels of communication with local authorities

	
	
	

	
	
	

	
	
	

	Software support by housing software company 


	Contracts & maintenance of relationship with supplier.
	Considered by Committee. Discussion has been commenced to obtain software escrow.

	Terrorism, major disaster or other disruption at the office.

(Annual reviews are undertaken of adequacy of insurance levels)
	Emergency planning procedure & contingency planning.

Adequacy of insurance maintained

Fire & Intruder alarms

Sign in book at reception
	Update & testing of contingency plans currently underway.

	Development risk
(A paper on development risk was presented to Committee at its March 2009 meeting and will be updated throughout the current Broadwater Gardens and any Silver Court developments.)
	Risk of acquiring new stock
Overspend

Contractor failure / defects / delays

Lack of in-house expertise

Tenant opposition

Design risk
	Separate development risk assessment being prepared.

Use of consultants
Use of approved contractors with proven experience.

Top quality documentation & project monitoring
Possible link ups with developing housing associations

Consultation with tenants and publicity
Requirement for professional indemnity insurance for professionals

	Collapse of a bank with which the Association has deposits or current account facilities. 

(Treasury and Investment Policies regularly reviewed by Committee.)
	Spread of investments

Use only of UK incorporated institutions with F1 or F2 by Fitch IBCA bank rating system 
	Timely review of risks of banks


Housing Management








	Risk areas
	Controls
	Actions needed to improve controls

	Rent collection
	
	

	Rent arrears

Accurate and timely rent arrears information
	Arrears recovery policy and procedure based on good practice

Procedure reviewed 3 yearly

Arrears reviewed monthly at management team meetings as part of performance report.

Dedicated arrears recovery staff

Finance team deadlines

Reconciliations


	

	Housing benefit
	RIO/A contact with HB

Pathfinder software giving fast track access to claims info

Liaison through local HB liaison groups
	

	
	
	

	IT failure
	See below
	

	Promptness of court hearing dates
	(Outside of Keniston’s control)
	

	Delays in obtaining eviction dates
	Solicitor’s/Keniston’s liaison with courts
	

	Seasonal effect on payment patterns
	Pre Christmas reminder letter
	

	Increasing cost of legal fees for possession actions
	Monthly budget reports
	


	Lettings
	
	

	Property left in poor condition causing additional cost and longer void period
	Pre void inspection

Transfer applications refused if in poor condition

Recharge policy and procedure
	

	Delays in identifying new tenants
	Liaison with nominating authorities

Programme of visits to referral agencies

Weekly void meetings

Advertising

Sheltered housing open days
	

	Fraudulent application for housing
	Referring authorities or agencies procedures

Allocation panel

Decisions reviewed

Internal audit
	

	Identifying new tenants with high risk of ASB 
	Reliance on local authorities’ assessments
	

	Tenancy management
	
	

	Existing or new tenant has another tenancy 
	Tenancy agreement clause

(Caretaker feedback provides a secondary control)


	

	Charge new tenant wrong rent
	Master list and procedure

Rent plan

Tenancy agreement provides for rent adjustment more frequently than annually
	

	New tenant doesn’t move in
	HO contact in first month

Monitoring of rent accounts

(Caretaker feedback provides a secondary control)
	

	Overcrowding
	Housing Officer contact

Transfer policy
	

	Subletting
	Housing Officer contact

Caretakers
	

	Anti social behaviour
	ASB policy and procedure 

Tenancy agreement

Acceptable Behaviour Contracts

Legal remedies/sanctions

Mediation

Multi agency arrangements

ASB forums

Monthly and annual reporting
	

	Racial harassment
	Racial Harassment policy and procedure
	

	Tenant doesn’t terminate tenancy in accordance with tenancy agreement
	Tenant’s handbook

Tenancy agreement

Pre void inspection reminder
	

	Increased costs and rent losses from abandoned tenancies
	Void procedure including weekly voids meetings.
	


	Estate management
	
	

	Cleaning/gardening standards 
	HOs regularly visit schemes

Cover between staff/schemes

Management Team visits

Bi annual tenant surveys of scheme services

Twice yearly estate meetings

Service schedules/records for scheme equipment
	Keep under review
Better Homes Better Neighbourhoods initiative to improve general estate appearance.

	Vandalism
	Caretakers (Merrow St, Silver Court and Darrick Wood)

Community involvement (DW)

Estate meetings

Priority to remove graffiti 

ASB policy and procedure
	

	Dumped rubbish
	Local arrangements

Occasional skips
	

	Dumped cars
	Car windscreen notices

DVLA information requests
Procedure


	

	Increasing cost of estate maintenance
	Annual budgets

Procedures for estimates

Long term financial plan
	

	Inadequate service charge income 
	Annual budget

Annual review

Variable service charge (can bring forward losses)
	

	Communal repairs/improvements performance
	Monthly contract summary if not raised as order

Interim “review actions” reports in between 6 monthly estate meetings 
	

	Supporting people income does not match expenditure
	Expenditure reports

Formal requests for above-inflation increases submitted where possible.& necessary

	 

	Leasehold Valuation Tribunal
	Bi-annual surveys of satisfaction with scheme services

Twice yearly estate meetings

Complaints
	

	Leaseholders vote for right to manage
	Maintain good service levels
	

	General
	
	

	Conflict between leaseholder and tenant expectations 
	Twice yearly estate meetings
	


Repairs and maintenance








	Risks
	Controls
	Actions needed to improve controls

	Responsive repairs
	
	

	Repair not recorded
	Repairs requests logged straight onto software by non repair staff 

Repair staff view the logs twice daily.
	

	Contractor not available
	Approved list

ConstructionLine

EXOR accredited contractors
	

	Repair not actioned
	Weekly review of outstanding requests list 
	

	Orders not completed on time
	Monthly performance report 

Tenant satisfaction surveys

Tenant satisfaction survey shows due by date
	

	IT failure
	See below
	

	Inadequate resources for investment in maintenance of stock
	Long term forecasting to review viability

Monthly management accounts and budget reporting

Maximise rent income through Rent Plan
	

	Contractor unable to gain access
	System prompts for access information at request stage

Contractor provided with tenant phone no. and access arrangements
	

	Quality of repair
	Approved list

Post inspections

Tenant Satisfaction Survey

Phone follow up
	

	Contractor safety
	Tenant risk assessment warning

Health and Safety assurance through referencing or Constructionline
	

	Contractor charges/invoicing
	RSM/ASRM check

Agreed rates with main contractors / partnering
Invoice register/checking/authorisation procedure

Contractors monthly statement

RSC chases overdue orders

Monthly report of orders where estimate exceeds actual by >15%
	

	Planned repairs/ servicing
	
	

	No access given for carrying out gas safety check
	Procedure

Court injunction

Recharge court costs

365 day switch for repeat no access

Monitoring spreadsheet 
	

	Void repairs
	
	

	Delays in maintenance while void
	Time scales set out in procedure

New void monitoring

Separate approval procedure for voids (ARSM can authorise up to £3,000)

Weekly void meetings
	

	High void repair costs
	Monthly monitoring of average void costs (Performance Report)
	

	Maintenance Operative
	
	

	Poor quality of work
	Assistant Repair Service Manager supervision

Tenant Satisfaction Surveys for responsive repairs

10% inspections

Telephone follow up
	

	Accident 
	Health and Safety procedures and annual audit

Training in manual handling 
	Continued review and adjustment of H&S procedures

	Breakdown of van
	Service by main dealer according to manufacturers specification

Breakdown assistance
	

	Stock re-investment and major repairs
	
	

	Inadequate specification
	Use of consultants

Re-use of standard specifications

Partnering meetings

Post contract resident surveys

Post contract reviews & feedback into standard specifications
	

	Contractor goes into liquidation
	Financial checks on contractors before going on the approved list and for each contract over £50k

Payment only for measured work by surveyor’s certificate
	

	Access problems
	Contractors provided with tenant phone numbers
Resident Liaison Officer role

Pre contract meetings
	

	Delays
	Pre contract meeting includes dealing with ordering of specialist materials/products

Cyclical decorations during April to October
	

	Cost over runs
	Planning

Use of (limited range of) consultants, including initial survey

Surveyors’ monthly valuations with cost forecast

Monthly contract summary review by MT

Partnering (when possible)

Construction Clients Charter
	

	Poor workmanship
	Contractors from approved list

Assistant Repair Service Manager in Clerk of Works role
Post contract tenant satisfaction survey

Construction Clients Charter
	

	Lack of resources causes delays in programme and/or reduced specification 
	Long term financial forecasting reviewed annually to ensure general affordability 
	

	Break down in association/contractor relations
	Pre and mid contract meetings and monthly site meetings
	

	Break down in association/tenant relations
	Pre, mid and post contract meetings

Resident liaison office role

Complaints & resolutions procedures
	

	Incomplete programme forecast
	Annual review of spreadsheet

Data updates
	


Finance








	Risks
	Controls
	Actions needed to improve controls

	Rent accounting
	
	

	Inadequate or out of date rent arrears information
	Procedures and targets for information onto system
	

	Misposted rents
	Post opening and finance procedures

Reconciliations

Quarterly tenant statements

AllPay downloads (automated)
	

	Lost rent income cheques
	Post opening and finance procedures
	

	Late receipt of notification of income from Allpay
	
	

	Allpay failure/stops trading
	Nominated bank account in Keniston’s name
	

	Internet server failure (affects download of payment batches via Bankline)
	Internet maintenance agreement
	

	Postal strike
	No formal contingencies in place.  Post is not the only way of paying rent.
	

	Delayed receipt of re-registrations of fair rents 
	Diary system for applications and follow-up
	

	Incorrect rent increases 
	Checking procedure

Reconciliations
	

	Corrupt data
	Reconciliations & back up procedures
	

	Ledgers
	
	

	Information not up to date
	Targets
	

	Accounts information incorrect
	Reconciliations & external audit
	

	Lost invoice
	Invoice register at reception
	

	Fraudulent invoice
	Approved supplier lists

Dual invoice authorisation

Supplies paid with delivery note proof
Maintenance invoices matched with repair orders
	

	Pay wrong supplier/incorrect amount
	Checking and authorising procedures – pay on original invoice (not statement), 

Budget holders review transactions quarterly
	

	Change of name of supplier
	Only if supplier puts in writing
	

	Pay invoice twice
	Payment on original invoice only
	

	System for voiding cheques on Omniledger has risk of errors
	Internal procedure


	

	Bank accounts
	
	

	Fraud
	Procedures

Reconciliations

Separation of duties

Internal controls
	

	Failure of NatWest bank
	Procedures - investment in more than one institution
	

	Autopay facility not available
	Maintenance agreement

Retained ability to pay manually if necessary
	

	Lost/stolen cheque books
	Sequential cheque numbers of new books checked

Cheque books issued in advance are retained in locked drawer in office 

Used in sequence

Check book reconciliation
	

	Company credit cards lost or stolen
	Low credit limits

Procedures
	

	Transfers of money between bank accounts
	Procedures
	

	Availability of cash
	Weekly availability review & forecast
Investment accounts


	

	Payments to suppliers etc.
	
	

	Petty cash
	Monthly reconciliations

Bi-annual spot checks
	

	No signatories available
	Number of available signatories in delegated authorities
	

	Suppliers paid wrong amount or late
	Checking procedure

Invoice register 
	

	Lost invoices
	Invoice register

Check statements
	

	Payroll
	
	

	Staff paid incorrect salaries
	Authorisations by manager

Reconciliations month-to-month
Pay increases checked and reconciled
	

	Staff paid late
	Procedure
	

	Late pension or Inland Revenue payment
	Payment prompt
	

	Incorrect pensions or Inland Revenue payment
	Software performs calculations, annual updates of software

Reconciliations with pension payment prompt

Tax code shown on individuals payslips


	

	Other 
	
	

	Management accounts
	Spreadsheet checks

Information direct from accounts software

FM review before issuing
	

	Apportionments
	Annual review at budget
	

	
	
	

	Budget overspend
	Monthly reports

Delegated budgets
	

	Petty cash losses
	Monthly reconciliations

Procedure

Minimal balances maintained
	

	Theft of cash from reception or on way to bank
	Panic button

Cash not (usually) taken over counter

Insurance

Cash put in safe immediately / minimal balances kept on site.
	

	Level of insurance cover
	Periodic housing stock valuations and RICS indexation
Broker’s advice

Periodic independent review
	

	
	
	

	
	
	


IT and office equipment






	Risks
	Controls
	Actions needed to improve controls

	Hardware
	
	

	Hardware failure
	Maintenance agreement
	

	Power failure
	Uninterruptible power supply
	

	Copier break down 
	Maintenance agreement

Two copiers available in office
	

	Software
	
	

	Network failure
	Support agreement 
	

	Omniledger software failure
	Support agreement with Omniledger

Daily backups
	

	Incompatibility of software
	New software reviewed prior to purchase & installation
	

	Licenses
	Central record of software
	

	Loss of data; corrupted data
	Daily backups 

Backups taken off site 

Software support agreement
	

	Security
	Password access to network and housing software, accounts payroll and electronic payments

Firewall
	Consider external “expert” review of security arrangements

	Virus
	Anti virus software on server, pcs and at ISP
	

	Security
	
	

	Passwords
	Regular forced password changes.
Requirement for ‘strong’ passwords

Implementation of Internal Audit recommendations
	

	Unauthorised access across internet
	Firewall

Software denies access unless permission given to specified users
	


Staffing








	Risks
	Controls
	Actions needed to improve controls

	Recruitment
	
	

	Unable to attract staff with adequate skills
	Training

Remuneration strategy

Use of temporary staff if first recruitment unsuccessful
	External pay review



	Cost of recruitment
	Annual monitoring of effectiveness
	

	Not attracting BME applicants
	BME annual strategy
	

	Staff
	
	

	Workloads
	Team meetings

1 to 1s

Appraisals
	

	High staff turnover
	Monitor

Exit interviews
	

	Low staff morale
	Team meetings

1 to 1s

Appraisals
	

	Staff with inappropriate skills
	1 to 1s

Appraisals

Ongoing training
	

	Unbalanced staff structure 
	Bi-annual review
	

	Long term sickness affecting one member of staff
	PHI scheme


	

	Sickness affecting many staff
	Staff cover arrangements

Flexibility of part time staff

Agency staff budget
	

	Misuse of sick leave
	MT annual review of staff attendance
	

	Sickness of scheme based staff (where the only one at the estate)
	Cover arrangements
	

	No managers available for urgent decision
	Duty manager

Staff can phone Director.
	

	Inclement weather prevents staff getting to work
	Flexible working arrangements
	

	Too many staff on annual leave at the same time
	“Pairing” of annual leave

Manager’s authorisation
	

	
	
	

	No reception staff available
	Contingency back up from repairs and housing management staff and FM
	

	Theft of personal belongings
	Open plan office
	

	Safety
	
	

	Risk of working alone 
	Working alone procedure

High risk alert

Panic alarm

Office door access
	

	Risk of gas boilers etc becoming unsafe and causing gases dangerous to health 
	Annual gas safety checks
Written procedures in place
	

	Attacks on staff by visitors in reception
	Panic button

Open plan office layout

Always at least two people in main office

Staff training
	 

	Accidents and injuries
	Annual health and safety audit & reviews
HO regular visit to estates

Staff training 
COSHH sheets

Accident book

Two trained first aiders in office
	

	COSSH
	Master records and data sheet

Central ordering
	


Governance








	Risks
	Controls
	Actions needed to improve controls

	Committee
	
	

	Recruitment problems
	Ongoing recruitment of new committee members
	

	High turnover
	Recruitment procedure
	

	Lack of skills 
	Recruitment procedure
	

	Meetings dominated by one issue/ member
	Effective chairing
	

	Meetings too long
	Effective chairing
	

	No quorum
	
	

	Unclear definition of roles between committee and staff
	Terms of reference 

Delegated authorities
	

	Liability claims which may arise after the Association might no longer be an independent organisation.
	Liability insurance
	Any actions that might result in the Association transferring its engagements (or similar) should be accompanied by a purchase of “runoff” liability insurance

	Failure to notify the Pensions Regulator of a notifiable event.
	Procedures
	


This risk appraisal was approved at a management committee meeting held on month 7 May 2009  
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